DIGITAL FAIRNESS

Making consumer protection fair and future-proof

This position paper explores the challenges of digital consumer protection. It highlights
power dynamics as drivers of injustice and emphasizes the importance of a structural,
power-critical approach in understanding how consumer protection can be made fair and
future-proof. Going beyond an individual rights perspective, it frames consumer protection
as a broader societal responsibility. The paper outlines key areas for action to ensure true

fairness for people in the digital space.

Our theses at a glance:

e Digitalization amplifies power imbalances for consumers — both in

relation to companies and within a diverse society.

e Personalization practices must be transparent, user-centered,

nondiscriminatory, and based on informed consent.

e Making digital fairness the standard (“by design and default”) is a

fundamental requirement to addressing digital asymmetries.

e Accounting for intersectionality ensures that consumer protection meets

the needs of a diverse society.

o A differentiated consumer model makes intersectional analysis

applicable to consumer protection.

e Future-proof and forward-thinking consumer protection explicitly

operates on a societal scale, not just an individual one.



1. Consumer protection in the digital age: The starting point

When it comes to digitalisation, politics and society operate within a framework largely
shaped by major tech corporations and other established players: Economic interests are
prioritised, innovation is treated as a cure-all for problems, and questions of fairness and
societal impact are often pushed to the background. As development cycles accelerate
and new technologies are rapidly adopted, politics and society are increasingly falling
behind in shaping digitalisation on their own terms. In many cases, they can only react to
new developments through regulation rather than shaping them proactively. This dynamic
is also evident in digital consumer protection, which faces new challenges such as discrim-

inatory algorithms, addictive recommendation systems, and deceptive design patterns.

In its final report on 4 October, 2024, the European Commission’s Digital Fairness Fit-
ness Check on consumer law confirmed that the digital sphere has a significant fairness
problem' — which we’ll take a closer look at in the following sections. Where exactly is the
digital realm unfair, and what do we mean by digital fairness? Which tensions and power
dynamics stand in the way of digital fairness? And what are the most urgent problems and
solutions that consumer protection needs to address in order to meet the demands of the

digital era?

Although our focus is on the German context, the legal framework for digital consumer
protection is heavily influenced at the EU level. Key legislative efforts — like the Digital
Services Act (DSA)z, the Digital Markets Act (DMA)3, and the Artificial Intelligence Act (Al
Act)* — are being implemented in Germany and form a crucial part of an otherwise frag-

mented national consumer protection landscape.

The Digital Fairness Fitness Check examines the EU directive on unfair commercial prac-
ticess, the directive on consumer rights¢, and the directive on terms of service’. It serves as

the foundation for a forthcoming Digital Fairness Act (DFA), which aims to close existing
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European Commission, Digital Fairness Fitness Check, 2024. Available at: https://commission.europa.eu/
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gaps in European digital regulation. As such, the future of digital consumer protection is

currently being decided at the EU level — and it’s essential to take an active role in shaping
this processe. As early as the consultation phase of the Fitness Check, national and interna-
tional consumer advocacy organisations emphasised the urgent need for action to better

protect consumers in the digital realm.s°

Due to insufficient or patchy legal frameworks, consumers are often at the mercy of the
power and arbitrariness of digital corporations. In this fragmented legal landscape, it’s

a real challenge for consumer protection to assert any rights at all. When effectively en-
forced, the existing laws and new initiatives that address digital consumer rights offer a
chance to rebalance the power dynamic between companies and individuals. Still, it’s
essential to look beyond the legal lens, as the individual-rights-based view of consumer
protection is increasingly intertwined with broader societal questions that require systemic
and forward-thinking answers. Social networks and automated algorithmic decisions, for
example, don’t just pose risks for individual consumers. They also have a far-reaching im-
pact on social justice at large. That’s why it’s not only about how a technical application or
digital service is designed, but also about how and where we choose to use these tools as
a society — and whether they contribute to fairness or diminish it. Digital consumer protec-

tion policy is thus increasingly becoming social policy.

We see potential here in shaping the digital world to meet the needs of a diverse socie-

ty, through innovative ideas that make space for co-creation, self-determination, and cre-
ativity. Against this backdrop, we use the concept of digital fairness to explore consumer
protection in the digital space from an intersectional and power-aware perspective. From
this viewpoint, and following extensive dialogue with experts, we present a set of initial
theses highlighting the areas within the broad field of digital consumer protection where
we see the most urgent need for action to ensure true fairness — understood as freedom
from discrimination and equitable opportunities for participation — in the digital realm. This

list does not claim to be exhaustive or final.

8 Civil society organisations criticise that the implementation of the DFA means the ePrivacy Regulation will
no longer be pursued, leaving essential privacy protections unenforced at the EU level. See EDRIi, Unpa-
cking Digital Fairness, 2024. Available at: https://edri.org/our-work/unpacking-digital-fairness-what-eu-
rope-must-do-now-to-end-the-tech-indus- trys-most-nefarious-tactics/

9 BEUC, Towards European Digital Fairness, 2023. Available at: https://www.beuc.eu/sites/default/files/
publications/BEUC-X-2023-020_Consultation_paper_REFIT_consumer_law_digital_fairness.pdf

10 https:/www.vzbv.de/digitale-fairness



Digitalisation amplifies power imbalances for consumers
- both in relation to companies and within a diverse society.

2. Digitalisation intensifies power inequalities for consumers

For consumer protection in the digital space to truly serve a pluralistic and diverse socie-
ty, we need a deeper, structural understanding of power imbalances in the digital realm.
Public discourse often refers to digital asymmetries to describe the unequal power dyna-
mic between individual consumers on one side and large tech corporations on the other.
And indeed, it’s extremely difficult for a single consumer to stand up against the power and

arbitrariness of digital companies.

Corporations rely on behavioural analyses powered by vast datasets that track consumers’
entire online behaviour, including search history, communication patterns, and predictions
about financial status and other personal characteristics — as well as sensitive information
such as sexual orientation, ethnic background, political and religious beliefs, and health
data." All of this typically happens without widespread public awareness. At the same time,
consumers are constantly confronted with shifting, manipulative decision architectures
and typically face overly complex privacy policies and terms of service. This makes it nearly
impossible to understand how data-driven companies operate — let alone take legal action

in the face of potential violations.

Potential violations within opaque, algorithm-driven systems are difficult to detect and
even more difficult and resource-intensive for regulatory authorities to investigate. A 2020
study by the Norwegian Consumer Council (Forbrukerrddet) shows that even detailed ana-
lyses of the privacy policies of popular digital services fail to give users meaningful insight
into what’s actually happening behind the scenes.? Against the backdrop of this digital
power asymmetry, the European Consumer Organisation (BEUC) also highlights the limit-
ations of transparency, disclosure, and consent as the sole tools of consumer protection.®
Consumers have few effective ways of protecting themselves from the power of digital

companies, let alone defending themselves against the effects of online profiling.

11 BEUC, Towards European Digital Fairness, 2023, pp. 4-5.

12 NCC/Forbrukerradet, Out of Control, 2020. Available at: https://storage02.forbrukerradet.no/
media/2020/01/2020-01-14-out-of-control-final-version.pdf

13 BEUC, Towards European Digital Fairness, 2023, p. 5.



The growing trend towards monopolisation in the digital economy further exacerbates this

power imbalance between consumers and large digital companies. Almost all major new
digital offerings — from social media platforms to Al applications like ChatGPT — are deve-
loped outside the European legal sphere, and their market rollouts inevitably raise serious
questions for consumer protection. European regulation is left to catch up. This delay dee-
pens asymmetries for consumers and adds new layers of complexity to the already deman-

ding work of oversight bodies.

For consumers, this digital asymmetry leads to a state of digital vulnerability — an increased
susceptibility to exploitation in the power dynamic between vendors and users, referred

to as vulnerable consumers. This vulnerability is further intensified by personalised, beha-
viour-based manipulation techniques. Crucially, it isn’t limited to traditionally vulnerable
groups such as children, the elderly, or people with disabilities. It affects all consumers.
Anyone can find themselves in a vulnerable position — especially as Al systems grow more
capable of detecting and exploiting emotional or physical states such as stress, exhaustion,

grief, or the effects of medication.”

At the EU policy level, there are already a number of promising approaches aimed at ad-
dressing digital asymmetries in a holistic way — such as shifting the burden of proof and in-
troducing due diligence obligations to ensure a high level of protection in the digital space.
Another proposal, also developed by BEUC, calls for creating a framework for proactive
digital design and regulation that is sustainable, socially inclusive, and geared towards tan-
gible solutions. Another proposal, also formulated by BEUC, calls for introducing a series of

new rights for consumers to reduce digital asymmetries:

the right not to be monitored
the right to meaningful personalisation
the right to access non-personalised services

the right to know one’s “digital alter ego™

® o 0 T o

the right to interact with a human counterpart in the digital space.®

14 BEUC, EU Consumer Protection 2.0, 2021. Available at: https:/www.beuc.eu/sites/default/files/publi- ca-
tions/beuc-x-2021-018_eu_consumer_protection_2.0.pdf
15 BEUC, Towards European Digital Fairness, 2023, p. 25.

16 Ebd. p. 2.



In a pluralistic and diverse society, it’s not enough to simply acknowledge digital asymme-

tries and the vulnerability of all consumers. A structural, power-critical approach is needed
to understand how the inequalities of our analouge world are transferred and amplified
through digital technologies in the online space. This means placing the experiences of
socially disadvantaged and marginalised communities at the centre of our analysis. We
look at how social and economic power imbalances play out in the digital realm and ad-
dress these disparities with new ideas. Building on extensive work around justice issues

in the context of digital transformation,” we approach this from a feminist digital policy
perspective, analysing the societal impacts of digitisation in a diverse society with widely
varying digital behaviors, knowledge, skills, and resources. A power-critical strategy has
the potential to introduce these new perspectives and create the framework for proactive
digital design and regulation that is sustainable, social, inclusive, and geared toward tangi-

ble solutions.

Tackling digital power asymmetries requires thinking beyond existing narratives and struc-
tures. Digital fairness can only be achieved by recognising that all consumers are, or can
become, vulnerable or in need of protection — and at the same time acknowledging that
not everyone is equally affected by the current and future challenges of digital consumer
protection. Furthermore, consumer protection and the services it provides must take into
account that not all consumers are equally empowered to assert their rights in the event of
a legal violation. This introduces additional layers of power asymmetry, rooted in broader

societal inequalities.

17 SUPERRR Lab, Feminist Tech Principles, 2021. Available at: https:/feministtech.org/principles/



Personalisation practices must be transparent, user-centred,
nondiscriminatory, and based on informed consent.

3. Personalisation practices are a driving force behind consumer
inequality

Invasive technologies that leverage individuals’ personal information to target them with
specific content and advertising run the risk of being used by companies to manipulate
consumers, exploit their vulnerabilities, and discriminate against them. These practices rai-
se serious concerns regarding privacy, autonomy, and fairness — especially when profiling
occurs without clear consent or without transparent information about how personal data
is being used. To ensure digital fairness, personalisation must therefore be transparent,
user-centred, and based on informed consent.’® All personalisation must be nondiscrimina-

tory and must not exploit human weaknesses or reinforce bias.

The following areas are especially exacerbated by personalised and behaviour-based tech-

niques used to influence consumer decisions:

e Individually targeted, algorithmic pricing based on the analysis of personal data

e Highly personalised ad targeting (ad tech), where the line between helpful per-
sonalisation and manipulation becomes blurred — for example, when data about

health conditions or addiction is exploited to provoke purchasing decisions

e Design of digital offerings that use stress induction or subconscious nudges to

push users into rushed decisions (so-called nudging tactics)

Problematic business practices in the digital realm have already developed sophisticated
and differentiated ways to effectively reach users and market their offerings. Legislation
must catch up and hold these increasingly individualised practices accountable.® The line
between beneficial offerings and manipulative personalisation must be clearly defined.
Only an intersectional perspective can provide answers to the negative developments in

profiling and extreme categorisation (pigeonholing) in the digital space.

18 NCC/Forbrukerradet, Deceived By Design, 2018. Available at: https://edri.org/our-work/unpackingdigital-
fairness-what-europe-must-do-now-to-end-the-tech-industrys-most-nefarious-tactics/

19 https:/netzpolitik.org/2023/microsofts-datenmarktplatz-xandr-das-sind-650-000-kategorien-in-die-uns
-die-online-werbeindustrie-einsortiert/



Thesis 3

Making digital fairness the standard (“by design and
default”) is a fundamental requirement to addressing digital
asymmetries.

4.Digital fairness by design and default

To counteract the power imbalance in the context of digital asymmetry, products and ser-
vices should be conceived and operated with fairness as a central principle. By embedding
fairness into the very core of technology — with attention to diverse identities, experiences,
conditions, and power dynamics — intersectional approaches help combat systemic injus-
tices and promote inclusion, equity, and accessibility for all users, especially those histo-
rically excluded from or harmed by digital systems. Digital fairness by design and default
ensures that the burden of protecting oneself from harm, such as deactivating unnecessary
data collection features or scanning privacy policies and terms of use for risks, does not fall

solely on individual consumers.

The following examples and business practices illustrate how transparency requirements in
consumer protection are undermined by the constant emergence of new platforms, tech-
nologies, and formats — to the detriment of users — underlining the importance of digital

fairness as the default setting:

e Deceptive design (also known as dark patterns) manipulates users through mis-
leading interface design, steering them towards decisions that benefit companies

first and foremost — often at the cost of informed consent.z

e Addictive design leverages psychological triggers to encourage compulsive
usage behaviours, thereby undermining user autonomy and deepening dependen-
cy through behavioural surveillance — such as in the case of loot boxes in online

games.”

e The Cookie Pledge® is a good example of a well-intentioned digital design initia-

tive that aimed to encourage companies to reduce invasive user tracking. Introdu-

20 NCC/Forbrukerradet, Deceived By Design, 2018.

21 BEUC, Towards European Digital Fairness, 2023, p. 21.

22 Europiische Kommission, Cookie Pledge, 2023. Available at: https://commission.europa.eu/live-worktra-
vel-eu/consumer-rights-and-complaints/enforcement-consumer-protection/cookie-pledge_en



ced on a voluntary basis, compliance with the pledge relied on corporate willing-

ness and initiative — and it ultimately failed to achieve its goals. This highlights the
need to implement new solutions, as well as clear guidelines and regulations, in

this area.

e Another harmful business practice in the digital space — and a challenge for consu-
mer protection — is influencer marketing. Often highly opaque, it makes it difficult
for consumers to distinguish authentic content from promotional material. This
gray area around what counts as advertising and what doesn’t can have particular-
ly harmful effects on mental health and on minors,? and raises questions about the

appropriate labeling of advertising content.

An approach to fairness by design and default must ensure that design standards which
respect human rights, foster trust, and support a human-centred digital ecosystem are
enforced. Deceptive design practices, for instance, should be prohibited across all digital
platforms and services. Two positive examples of fairness by design and default include
the right to a truly free trial period without requiring payment information, and the right to
receive a reminder for inactive subscriptions and before the automatic renewal of a sub-
scription.2 In the context of digital asymmetry, consumer protection can no longer rely
solely on transparency and consent to effectively safeguard people. The concept of fair-
ness by design and default is therefore part of a necessary political shift towards consumer

protection as the default setting.

23 IMCO, The impact of influencers on advertising and consumer protection in the Single Market,
2022, Available at: https://www.europarl.europa.eu/RegData/etudes/STUD/2022/703350/1POL_
STU(2022)703350_EN.pdf

24 BEUC, Towards European Digital Fairness, 2023, p. 27.



Accounting for intersectionality ensures that consumer
protection meets the needs of a diverse society.

5. Strengthening consumer rights in automated markets with safeguards
against discrimination

Digitalisation is leading to the increasing automation of products and services for consu-

mers. This automation brings with it new challenges for consumer protection.?

Data-driven personalisation practices make it possible for offers and prices to be calcu-
lated individually and automatically. In such automated markets, practices like dynamic
pricing (influenced by external factors such as demand) and personalised pricing (based
on user behaviour, device data, or inferred demographic indicators such as age or income
level) are used. Both practices are legal; since 2022, providers are required to disclose
when a price is personalised. This type of disclosure obligation comes with several weak-

nesses:

e Disclosure does not automatically mean clarity: There is no defined standard for
how this information must be presented. As a result, consumers encounter a range
of signals that are rarely clear, making it difficult to recognise or understand when

a price has been personalised.

e Data-driven personalised pricing isn’t allowed to be based on specially protected
personal data. This includes data related to gender, sexuality, ethnic or religious
background, and other factors that can lead to discrimination. Yet, ad-tech com-
panies often infer such data points by proxy?s from their highly detailed datasets,
which is evident in how these datasets are categorised (for example, depression
or potential eating disorders).z” Under current law, companies are not required to

disclose which data points were used to determine a personalised price — only

25 NCC/Forbrukerradet, Ghost in the Machine, 2023. Available at: https:/storage02.forbrukerradet.no/
media/2023/06/generative-ai-rapport-2023.pdf

26 “By proxy” refers to the ability to infer data points that weren’t directly collected, based on other available
data points.

27 https://netzpolitik.org/2023/microsofts-datenmarktplatz-xandr-das-sind-650-000-kategorien-in-die-uns
-die-online-werbeindustrie-einsortiert/



that the price was personalised. This makes it difficult for consumers to challenge

pricing practices that are prohibited because they rely on protected data.

e When opaque, self-learning algorithms are used to determine personalised pricing,
it becomes impossible to trace which data led to which outcome. In such cases,
discriminatory outcomes produced by Al systems can no longer be proven by con-

sumers — transparency is effectively eliminated.

Automated markets risk deepening existing inequalities and discriminatory structures.
Consumer rights in these markets must be shaped from an intersectional perspective.
Consumer protection can learn from anti-discrimination law, and vice versa, to develop

mechanisms that address these inequalities and balance power disparities.?

Thesis 5

A differentiated consumer model makes intersectional
analysis applicable to consumer protection.

6. Meeting diverse needs with diverse solutions

In a diverse society where digital skills, financial means, and available time vary greatly,
consumer protection must adopt a nuanced view of people’s individual needs. The current
consumer model does not adequately account for the power asymmetries that arise or are
amplified in digital contexts. Specifically, in a diverse society, inequality grows in terms

of who is aware of their rights and able to assert them — and by what means. The fast-pa-
ced nature of digital markets and services, with their ever-changing design patterns, only
intensifies this inequality. Consumers with less digital competence and confidence fall be-
hind digitally savvy individuals who can, for instance, spot deceptive design patterns more

easily.

28 Federal Antidiscrimination Agency, Automatically Disadvantaged, 2023. Available at: https:/www.antidis-
kriminierungsstelle.de/SharedDocs/downloads/DE/publikationen/Rechtsgutachten/schutz_vor_diskrimi-
nierung_durch_Kl.pdf



The information asymmetry described in Point 3 (Personalisation), which favours providers

and disadvantages consumers, makes all users inherently more vulnerable in digital envi-
ronments — but especially those who face discrimination or are already disadvantaged. In

a pluralistic and increasingly ageing society, a prototypical or rigid notion of the “average
consumer,” particularly in the digital space, is no longer adequate. It urgently needs to be
updated to centre specific consumer groups rather than merely mentioning them alongside
the dominant model of the average consumer. The following points can serve as guiding

principles:

e Instead of placing the burden on individual responsibility — an approach that often
obscures the diverse backgrounds and needs of consumers — consumer protec-
tion can be shaped through a power-critical lens that takes these differences into
account. In doing so, it has a broader societal impact and helps dismantle power

imbalances.

e Following the principle of “digital fairness by default,” this means developing robust
protection standards that prioritise the needs of the most disadvantaged, while
creating optional choices in areas where consumers can act autonomously (such

as requiring opt-in rather than opt-out for tracking or pricing mechanisms).

e Individual consumers are multifaceted. They may have the right to protection from
discrimination, or require additional safeguards because they are minors. Parents
are not only consumers themselves; they also bear responsibility for those in their
care. To use features like parental controls on social media, parents must often
create their own accounts — subjecting themselves to data collection in the pro-
cess. Building bridges to adjacent areas of law can help close existing gaps in con-
sumer protection and strengthen it overall. Ultimately, consumers are people with

rights that extend beyond markets and the bounds of consumer protection law.



Thesis 6

Future-proof and forward-thinking consumer protection
explicitly operates on a societal scale, not just an individual
one.

7. Making consumer protection future-proof

Given the extreme speed of new developments in the digital sphere, we need to ask our-
selves what future-proof and sustainable consumer protection can (and should) look like.
How can we move from a reactive position to an active, forward-thinking role? The exam-
ples outlined above make it clear that an approach based solely on transparency, disclosu-
re, and consent isn’t enough to effectively protect consumers. We know that information
requirements don’t necessarily lead to better-informed consumers. This is especially true in
the fast-paced digital environment, where public attention is fleeting. Truly informed con-
sent is rarely more than wishful thinking. A future-proof consumer protection framework

should therefore take into account existing ideas, such as design for informed consent.?

A forward-looking consumer protection approach has to connect the various applications
of consumer protection in the digital realm. This means not only focusing on legal frame-
works and enforcement, but also strengthening support systems and advisory services for
consumers. There needs to be a range of resources that inform people — based on their

interests and positionality — where their greatest consumer protection risks lie.

Beyond targeted resources, future-proof consumer protection must also incorporate the
knowledge of affected individuals, consumer organisations, and other experts. These
groups are uniquely equipped to identify harmful practices and propose viable solutions.
This knowledge should be gathered through a variety of ongoing participation formats.
Digital consumer protection policy is social policy. It’s not enough to focus solely on pro-
tecting consumers’ economic interests. To do justice to a pluralistic and diverse society, we
need new perspectives on digital technologies that integrate both consumer-relevant and
broader societal impacts. Only with a forward-thinking consumer protection strategy that

places people at its centre can digital fairness become a tangible reality.

29 SUPERRR Lab, Feminist Tech Principles, 2021. Available at: https://feministtech.org/feministtech/princip-
le/design-must-support-informed-consent/
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destag. In the next phase of the project, the theses presented here will be reviewed and
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new technologies, technology regulation, and other digital policy initiatives with a focus on

their societal impacts. We question power dynamics in digitalisation and advocate for the
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access, co-creation, and sustainability.



