DON’T BLAME
YOURSELF -
CLAIM YOUR
RIGHTS

A mini-zine about consumer
protection online and how not to let
the digital market make you small.




Online platforms
are not neutral

Digital markets claim to be open to everyone, but
they do not work the same way for everyone, and
they shut many people out.

Whether through discriminatory algorithms,
addictive recommendation systems or deceptive
design patterns — many digital services reinforce
existing inequalities instead of dismantling them.
They steer users instead of protecting them.

Through the personalisation of advertising,
prices and content, people are filtered, rated and
disadvantaged. That is how we end up in invisible
‘advertising boxes’ that have a hand in deciding
what we are allowed to see, buy or know.
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EXAMPLES

You search for a flight and are
shown more expensive offers
than someone else.

Or you keep seeing the same
products because an algorithm
considers you ‘easily influenced’.

THAT IS NO ACCIDENT, BUTA
SYSTEM THAT RUNS ON DATA
AND INEQUALITY.

Remember:
You are not paranoid if you

feel watched. You are being
watched and marketed.




When design
works against you

Not every kind of digital manipulation happens
through algorithms — a lot of it happens through
design. ‘Deceptive design’ refers to design patterns
that deliberately push users towards particular
decisions — often against our own interests.
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It can take very different forms:

hidden opt-out options

misleading language

confusing menus

eye-catching ‘Yes’ buttons

The goal: your consent.
To storing your data, to sharing it with third parties
or to personalised advertising, without you really

understanding what you are letting yourself in for.




EXAMPLE 2:
@ o ‘Pay or OK’ -
a the fake choice
EXAMPLE 1: oo

The COOkie banner game ‘Pay with money or with data’

sounds fair, but it is not. Because
real freedom of choice needs equal

(X X J
conditions, and we do not have them.
Paying money is not the same as
clicking an ‘I consent’ button.

You click ‘Accept all’ because the
button is big and colourful — while
‘Reject’ stays grey and hidden. You

have all the options, and yet your
decision is steered so that you hand
over your data against your will.

Remember:
This is how design becomes an instrument
of power: it shapes decisions, directs

attention and shifts responsibility from the
systems and providers onto users.




Don’t blame yourself!
The system is built
that way.

Here are your rights:

1 You have a right to privacy: you
¢ do not have to consent to tracking,
profiling and personalised advertising.

If you feel overwhelmed, stressed or manipulated

in your digital everyday life, it is not your fault. 2 You have the right to transparency
Digital systems are deliberately designed to make o and to erasure of your data: to know
you click more, agree more, give away more. And which data about you is stored, and
existing inequalities are reinforced even further in to keep control over who uses it and
this system. why.

\ 3 You have the right to complain
¢ and to get support — for example

through consumer advice centres
(Verbraucherzentralen), data
protection authorities or anti-
discrimination bodies.

Don’t forget: e
fairness in the digital world is a structural

question, not an individual achievement.




Don’t let them
stress you out!

When online shops tell you Tip:
Take a break and breathe deeply.
‘Only 2 left in stock! Real scarcity is rare; emotional

manipulation is routine.

or

5 People are looking at
this produyct right now!’

Find out more about how
stay calm. to protect yourself and

/ your data online.
These notices are psychological \

tricks. They are meant to push
you into quick decisions.

https://www.verbraucherzentrale.de/wissen/digitale-welt/
datenschutz/so-schuetzt-du-deine-daten-im-internet-104785
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Dare to dream!

What is your utopia? What would an
internet look like that works for you?

One that does not rate you,
but gives you real control.

One that is based on trust instead
of surveillance.

One in which consumer protection,
data protection, children’s rights and
anti-discrimination are considered

together.

Our vision:
An internet based on human rights that
takes questions of power and justice

seriously. From the start.
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Browse our Feminist
Tech Principles for
more inspiration.
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https://feministtech.org/principles/



How do we

get there? STRENGTHEN COLLECTIVES:

Not everyone has to fight back alone —
associations and organisations can
enforce rights together.

STOP DISCRIMINATORY PROFILING:

No categorisation by personal or indirect FAIRNESS BY DESIGN & DEFAULT:
characteristics such as income, gender or Digital systems should be designed
‘susceptibility to influence’. from the outset to protect people,

not exploit them.

BRING RIGHTS TOGETHER:
Data protection, anti-discrimination
and consumer protection must interlock.

DIGITAL FAIRNESS BEGINS

WITH AWARENESS, BUT IT
ONLY TAKES SHAPE THROUGH
SHARED STRUCTURES.
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YOU ARE NOT THE PRODUCT -
YOU ARE THE PERSON WITH
RIGHTS.

DIGITAL FAIRNESS BEGINS

WITH YOU, BUTIT IS NOT YOUR
RESPONSIBILITY ALONE.
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